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ABSTRACT
Money laundering poses a severe threat to financial integrity, enabling criminal enterprises to
disguise illicit funds and evade detection. This project, Tracing Money Laundering with Statistics
and Machine Learning, develops a hybrid framework that combines statistical analytics, graph-
based techniques, and supervised/unsupervised machine learning to identify, trace, and prioritize
suspicious financial flows. The system first applies statistical anomaly detection and time-series
analysis to flag unusual transaction patterns (volume spikes, velocity changes, structuring).
Suspicious accounts and transactions are then modeled as nodes and edges in transaction graphs;
graph features (centrality, community membership, cyclicity) and engineered transactional features
feed into machine learning models—classification (e.g., Random Forest, XGBoost) for known-risk
prediction and clustering/anomaly detection (e.g., DBSCAN, autoencoders) for discovering novel
laundering schemes. Explainable Al methods and rule-based overlays ensure transparency and
regulatory interpretability, while case-ranking and visualization tools support investigator
workflows. Evaluated on synthetic and real-world datasets, the hybrid approach improves detection
rates and reduces false positives compared to baseline rule-only systems. The framework is designed
for scalable deployment in banks and regulators to strengthen AML (Anti-Money Laundering)
efforts and accelerate forensic investigations.
Keywords: Anti-Money Laundering, Anomaly Detection, Transaction Graphs, Machine Learning,
Statistical Methods, Explainable Al, Financial Forensics.
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INTRODUCTION

Money laundering is the process by which
illegally obtained funds are disguised as
legitimate, posing significant risks to the
financial system and enabling criminal
activities such as drug trafficking, terrorism
financing, and organized crime. Detecting
money laundering is challenging due to the

www.ijesat.com

complex, high-volume, and often covert
nature of financial transactions. Traditional
methods, such as rule-based transaction
monitoring and manual audits, are labor-
intensive, reactive, and prone to high false-
positive rates, limiting their effectiveness.

The integration of statistical analysis and
machine learning (ML) offers a more
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proactive and efficient approach to identifying
suspicious activities. Statistical techniques,
including anomaly detection and time-series
analysis, help flag unusual patterns in
transaction amounts, frequency, and velocity.
Machine learning models, both supervised and
unsupervised, can classify known fraudulent
activities and detect emerging money-
laundering schemes by learning patterns from
historical transaction data.

Additionally, representing transactions as
graphs, where accounts are nodes and
transactions are edges, allows for the analysis
of network structures and relationships,
revealing hidden communities, cycles, and
central actors in laundering schemes.
Combining these approaches with explainable
Al ensures transparency and regulatory
compliance, providing actionable insights for
investigators and financial institutions. This
project proposes a hybrid framework that
leverages statistics, graph analytics, and
machine learning to trace money laundering
effectively and  enhance  anti-money-
laundering (AML) operations.
LITERATURE REVIEW

Money laundering detection has become a
prominent area of research due to its growing
impact on financial institutions and global
security. This literature survey explores
existing approaches and technologies used in
the detection of money laundering, focusing
on both traditional statistical techniques and
modern machine learning-based solutions.
Early studies in money laundering detection
primarily relied on rule-based expert
systems, where transactions were flagged
based on fixed thresholds or patterns defined
by domain experts. While easy to implement,
these systems suffer from high false positive
rates and limited flexibility when dealing with
complex or evolving laundering schemes.
According to Delamaire et al. (2009), such
systems were only effective for well-known
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laundering patterns and failed to adapt to new
techniques.

EXISTING SYSTEM

This research explores the use of statistical
tools and machine learning algorithms to trace
and detect suspicious financial activities.
Statistical methods help in understanding the
underlying patterns in financial data, while
machine learning models can learn from
historical data to identify transactions that
deviate from normal behavior. Together, they
provide a powerful framework for automated
and intelligent money laundering detection.
Machine learning, with its ability to learn
complex patterns and adapt over time, offers
significant advantages in processing vast
amounts of transaction data. Techniques such
as classification, clustering, and anomaly
detection enable the identification of
laundering activities that may not be evident
through conventional rule-based approaches.
Supervised learning can help recognize known
laundering behaviors, while unsupervised
learning can detect previously unknown or
evolving patterns.

PROPOSED SYSTEM

The proposed system, Tracing Money
Laundering with Statistics and Machine
Learning, is designed to detect, trace, and
prioritize suspicious financial activities using a
hybrid analytical framework. It integrates
statistical anomaly detection, graph-based
network analysis, and machine learning
models to improve the accuracy and efficiency
of anti-money laundering (AML) efforts.

The system begins by preprocessing
transaction data and applying statistical
methods such as z-score analysis, time-series
anomaly detection, and threshold-based
filters to flag unusual activity patterns,
including sudden spikes in transaction
amounts, high-frequency transfers, and
structuring  attempts.  Transactions and
accounts are then modeled as graphs, with
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nodes representing accounts and edges
representing financial flows. Graph features
such as centrality, clustering, community
membership, and cyclic patterns are extracted
to capture relational and network-based
anomalies.

Machine models,  including
supervised classifiers (Random Forest,
XGBoost) for predicting known suspicious
transactions and unsupervised methods
(DBSCAN, autoencoders) for discovering new

learning

laundering patterns, are applied using
combined transactional and graph-based
features. Explainable AI techniques are
incorporated to ensure that model decisions
are interpretable for regulatory compliance.

Finally, the system generates ranked alerts,
visualizations, and investigative reports to
assist financial institutions and regulators in
prioritizing high-risk cases, reducing false
positives, and  accelerating forensic
investigations. This hybrid approach enhances

accuracy, scalability, and real-time
monitoring capabilities for detecting and
tracing  money laundering activities
effectively.

METHODOLOGY

The methodology for Tracing Money
Laundering with Statistics and Machine
Learning involves a systematic approach to
detect and analyze suspicious financial
activities. First, transactional data is collected
from financial institutions, including account
details, transaction amounts, timestamps, and
metadata, and then preprocessed to remove
inconsistencies, normalize values, and ensure
anonymization. Statistical techniques, such as
z-score analysis, time-series anomaly
detection, and threshold-based filtering, are
applied to identify unusual patterns, including
sudden spikes in transactions, rapid fund
transfers, and structuring activities.
Subsequently, accounts and transactions are
modeled as a graph, where nodes represent
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accounts and edges represent financial flows.
Graph features like centrality, clustering,
community detection, and cyclic patterns are
extracted to uncover hidden structures and
relationships indicative of laundering schemes.
Machine learning algorithms are then
employed: supervised models like Random
Forest and XGBoost classify known
suspicious transactions, while unsupervised
methods such as DBSCAN, Isolation Forest,
and autoencoders detect novel or emerging
laundering patterns. To ensure regulatory
compliance, explainable Al techniques are
used to make predictions interpretable, and
suspicious cases are ranked and visualized for
investigators.  Finally, the system is
continuously evaluated using metrics such as
precision, recall, and Fl-score, with models
updated regularly to adapt to evolving
laundering tactics. This integrated approach
provides a scalable, automated, and
accurate framework for tracing money
laundering efficiently.
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CONCLUSION

The Tracing Money Laundering with
Statistics and Machine Learning system
provides an effective and intelligent solution
for detecting and analyzing illicit financial

activities. By integrating statistical anomaly
detection, graph-based modeling, and
machine learning algorithms, the system can
identify both known and emerging money-
laundering patterns with higher accuracy and
lower false positives compared to traditional
rule-based approaches. The incorporation of
explainable AI ensures transparency and

regulatory compliance, while ranked alerts and

visualizations ~ support  investigators in

s e Leloim ... | prioritizing high-risk cases efficiently. Overall,
this hybrid framework enhances real-time
monitoring, forensic investigation, and
decision-making for financial institutions and
regulators, strengthening anti-money-
laundering (AML) efforts and reducing the
risk of financial crimes.
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